Development of an adoption model to assess smart card technology acceptance by Mohammadi, Hamed Taherdust
vii 
 
 
TABLE OF CONTENTS 
TABLE OF CONTENTS 
 
 
 
CHAPTER                                          TITLE                                                    PAGE 
 
  DECLARATION ................................. Error! Bookmark not defined. 
 DEDICATION ..................................................................................... iii 
 ACKNOWLEDGEMENT ................................................................... iv 
 ABSTRACT ........................................................................................... v 
 ABSTRAK ............................................................................................ vi 
 TABLE OF CONTENTS ................................................................... vii 
 LIST OF TABLES .............................................................................. xii 
 LIST OF FIGURES ............................................................................ xv 
 LIST OF ABBREVIATIONS .......................................................... xvii 
 LIST OF APPENDICES ................................................................. xviii 
1  INTRODUCTION ................................................................................ 1 
1.1  Introduction ...................................................................................... 1 
1.2  Background of the problem ............................................................. 3 
1.3  Statement of the problem ................................................................. 5 
1.4  Objectives of the Study .................................................................... 7 
1.5  Scope of the study ............................................................................ 7 
1.6  Significance of the study ................................................................. 8 
2  LITERATURE REVIEW .................................................................. 10 
2.1  An overview of smart card technology .......................................... 10 
2.1.1  The history of smart cards .................................................... 10 
2.1.2  What is smart card? .............................................................. 15 
2.1.3  Smart card advantages .......................................................... 17 
2.1.4  Types of smart cards ............................................................ 20 
viii 
 
 
2.1.4.1 Types of chips .......................................................... 20 
2.1.4.2 Smart cards interfaces .............................................. 23 
2.1.4.3 Contact and contactless issues .................................. 26 
2.1.5  Security of smart cards ......................................................... 27 
2.1.5.1 Smart card security features ..................................... 28 
2.1.5.2 Security principles .................................................... 30 
2.1.5.3 Potential security vulnerabilities .............................. 36 
2.1.6  Typical smart card applications ............................................ 40 
2.1.6.1 Where are smart cards used? .................................... 40 
2.1.6.2 Financial applications ............................................... 41 
2.1.6.3 Communications applications .................................. 41 
2.1.6.4 Government programs .............................................. 42 
2.1.6.5 Information security ................................................. 43 
2.1.6.6 Physical access ......................................................... 43 
2.1.6.7 Transportation .......................................................... 43 
2.1.6.8 Retail and loyalty ..................................................... 44 
2.1.6.9 Health card ............................................................... 44 
2.1.6.10 Telephony ............................................................... 45 
2.1.6.11 Campus cards ......................................................... 45 
2.1.7  Multi application smart cards ............................................... 45 
2.2  Adoption theories ........................................................................... 48 
2.2.1  Innovation Diffusion Theory  ............................................... 49 
2.2.2  The Theory of Reasoned Action  ......................................... 55 
2.2.3  The Technology Acceptance Model  ................................... 58 
2.2.4  Extension of Technology Acceptance Model  ..................... 62 
2.2.5  Theory of Planned Behavior ................................................ 63 
2.2.6  Unified Theory of Acceptance and Use of Technology ....... 66 
2.2.7  Social Cognitive Theory ....................................................... 68 
2.2.8  Related work ........................................................................ 71 
2.3  Summary ........................................................................................ 72 
ix 
 
 
3  RESEARCH METHODOLOGY ...................................................... 73 
3.1  Project schedule: ............................................................................ 75 
3.2  Research purpose ........................................................................... 77 
3.2.1  Reporting .............................................................................. 77 
3.2.2  Explanatory .......................................................................... 77 
3.2.3  Descriptive ........................................................................... 78 
3.2.4  Predictive .............................................................................. 78 
3.3  Research philosophy ...................................................................... 79 
3.3.1  Qualitative studies .............................................................. 79 
3.3.2  Quantitative study ................................................................ 80 
3.4  Research strategy ........................................................................... 81 
3.5  Data collection method .................................................................. 82 
3.6  Survey ............................................................................................ 83 
3.6.1  Pilot study ............................................................................. 84 
3.6.2  Actual survey ........................................................................ 85 
3.6.3  Scaling method ..................................................................... 86 
3.6.4  Online survey ....................................................................... 89 
3.6.5  Sampling method .................................................................. 96 
3.7  Limitations ................................................................................... 101 
3.8  Data analysis ................................................................................ 101 
3.8.1  Validity ............................................................................... 103 
3.8.2  Reliability ........................................................................... 104 
3.9  Summary ..................................................................................... 104 
4  RESULTS AND DISCUSSION ....................................................... 105 
4.1  Smart card features and characteristics ................................... 105 
4.2  Adoption model ........................................................................... 109 
4.2.1  External variables ............................................................... 110 
4.2.1.1 Image ...................................................................... 110 
4.2.1.2 Social influence ...................................................... 111 
4.2.1.3 Triability ................................................................. 111 
x 
 
 
4.2.1.4 Demographic .......................................................... 111 
4.2.2 Satisfaction ......................................................................... 113 
4.2.2.1 Awareness .............................................................. 113 
4.2.2.2 Support ................................................................... 114 
4.2.2.3 Anxiety ................................................................... 114 
4.2.2.4 Ease of use .............................................................. 114 
4.2.2.5 Usefulness .............................................................. 115 
4.2.2.6 Security ................................................................... 115 
4.2.3  Attitude towards use ........................................................... 116 
4.3  Statistical analysis ........................................................................ 118 
4.3.1  Reliability of survey ........................................................... 118 
4.3.2  Validity of survey ............................................................... 119 
4.3.3  Results ................................................................................ 119 
4.3.3.1 Demographic .......................................................... 120 
4.3.3.2 Smart card usage .................................................... 122 
4.3.3.3 Smart card application usage .................................. 125 
4.3.3.4 Usage and demographic profile relation ................ 127 
4.3.3.5 Analysis of usefulness ............................................ 134 
4.3.3.6 Analysis of ease of use ........................................... 134 
4.3.3.7 Analysis of support ................................................. 135 
4.3.3.8 Analysis of awareness ............................................ 137 
4.3.3.9 Analysis of anxiety ................................................. 138 
4.3.3.10 Analysis of security .............................................. 139 
4.3.3.11 Descriptive statistics for satisfaction factors ........ 143 
4.3.3.12 Correlation of satisfaction factors ........................ 151 
4.3.3.13 Analysis of triability ............................................. 155 
4.3.3.14 Analysis of social influence ................................. 156 
4.3.3.15 Analysis of image ................................................. 157 
4.3.3.16 Descriptive statistics for external variables .......... 158 
4.3.3.17 Correlation of external variables .......................... 162 
xi 
 
 
4.3.3.18 Correlation of adoption, attitude and satisfaction . 166 
4.4  Summary ...................................................................................... 168 
5  CONCLUSION ................................................................................. 170 
5.1  Summary ...................................................................................... 170 
5.2  Contributions of study ................................................................. 171 
5.3  Implication of study ................................................................... 172 
5.4  Conclusion ................................................................................... 173 
5.5  Recommendation ......................................................................... 176 
REFERENCES ............................................................................................. 177 
Appendices A-C ...................................................................................... 193-204 
 
  
xii 
 
 
LIST OF TABLES 
 
 
 
 
TABLE NO.      TITLE                               PAGE  
  2.1       Summary of smart card history 14 
  2.2       Compare several factors of the various traditional and 
biometric identification methods 36 
  2.3       IDT theory and model 54 
 2.4       TRA theory and model  58 
 2.5       TAM model and theory 61 
 2.6      TPB model and theory 66 
 3.1       Project Gantt chart 75 
  3.2       Relevant situations for different research strategies 82 
  3.3       Variables and their number of items 86 
  3.4       Some commonly used scaling methods 88 
  3.5       Comparison of online survey software and services 92 
  3.6       Types of sampling method 97 
  3.7       Summary of research methodology 104 
  4.1       Smart card advantages 106 
  4.2       Smart card human readable security features 108 
  4.3       External variables 110 
  4.4       Factors’ definition and their source(s) 117 
  4.5       Cronbach’s Alpha reliability coefficients for each construct 118 
  4.6       Demographic profile of the respondents 120 
  4.7       Smart card usage and familiarity among the respondents 123 
  4.8       Smart card applications’ usage ranking 126 
  4.9       Gender * Familiarity of smart card technology cross 
tabulation 127 
  4.10     Gender * Frequency use of smart card cross tabulation 128 
xiii 
 
 
  4.11     Gender * Number of smart cards held with users cross 
tabulation 129 
  4.12       Age * Frequency of usage cross tabulation 130 
  4.13       Level of education * Frequency of usage cross tabulation 131 
  4.14       Education * Number of smart cards cross tabulation 132 
  4.15       Responses to the satisfaction section’s items 132 
  4.16       Response to the security section’s items 140 
  4.17       Descriptive statistics of items in satisfaction section 144 
  4.18       Report the comparison between usefulness response and 
the means of satisfaction, attitude toward use and adoption 145 
  4.19       Report the comparison between ease of use response and 
the means of satisfaction, attitude toward use and adoption 146 
  4.20       Report the comparison between support response and the 
means of satisfaction, attitude toward use and adoption 147 
  4.21       Report the comparison between awareness response and 
the means of satisfaction, attitude toward use and adoption 148 
  4.22       Report the comparison between anxiety response and the 
means of satisfaction, attitude toward use and adoption 149 
  4.23       Report the comparison between security response and the 
means of satisfaction, attitude toward use and adoption 150 
  4.24       Correlation between security and security principals 152 
  4.25       Correlation between satisfaction, usefulness, ease of use, 
support, awareness, anxiety and security 153 
  4.26       Frequency and percentage of respondents’ response to the 
external variables’ items 155 
  4.27       Descriptive statistics of items in external variables section 158 
  4.28       Report the comparison between triability response and the 
means of attitude toward use and adoption 159 
  4.29       Report the comparison between social influence response 
and the means of attitude toward use and adoption 160 
xiv 
 
 
  4.30       Report the comparison between image response and the 
means of attitude toward use and adoption 161 
  4.31       Correlation between attitude toward use, satisfaction, 
social influence, triability and image 162 
  4.32       Frequency and percentage of respondents’ response to the 
attitude toward use and adoption items 164 
  4.33       Descriptive statistics of attitude toward use and adoption 
sections’ items  166 
  4.34       Correlation between attitude toward use, satisfaction and 
adoption 167 
 
 
  
xv 
 
 
LIST OF FIGURES 
 
 
 
 
FIGURE NO.      TITLE                               PAGE  
 2.1       Typical smart card application areas, showing the required 
storage capacity and arithmetic processing capacity 22 
 2.2        Smart card pin’s position 23 
 2.3        Types of smart card interfaces 26 
 2.4        Innovation Diffusion Theory 50 
 2.5        Innovation Diffusion Theory Curve 51 
 2.6        Theory of Reasoned Action 55 
 2.7        Technology Acceptance Model 59 
 2.8        Extension of Technology Acceptance Model  62 
 2.9        Theory of Planned Behavior 64 
 2.10      Unified Theory of Acceptance and Use of Technology 67 
 2.11      Social Cognitive Theory 68 
 3.1        Research project flow chart 74 
 3.2        Survey research flow chart 84 
 3.3        The first page of the Website 95 
 4.1        Different types of smart card and their brief description 107 
 4.2        Adoption model 109 
 4.3        Respondents’ level of study 121 
 4.4       Respondents’ university 121 
 4.5        Respondents’ field of study 122 
 4.6        Respondents familiarity with smart card technology 123 
 4.8        Number of smart cards that respondents have 124 
 4.7        Frequency use of smart card 124 
 4.9        Smart card applications that users use 125 
 4.10      Familiarity of smart card technology based on gender 127 
xvi 
 
 
 4.11        Frequency use of smart card based on gender 128 
 4.12        Number of smart card held with users based on gender 129 
 4.13        Frequency uses of smart card technology with users’ age 130 
 4.14        Responses on usefulness part 134 
 4.15        Responses on ease of use 135 
 4.16        Response on smart card support 136 
 4.17        The effect of support on user acceptance 136 
 4.18        User awareness about smart card technology 137 
 4.19        The importance and effect of awareness on user acceptance 138 
 4.20        User anxiety of smart card technology 139 
 4.21        Users’ ideas about smart card security 141 
 4.22        Users’ opinions about smart card security principals 142 
 4.23        Responses in usefulness, ease of use, awareness, support and 
satisfaction 154 
 4.24       The effect of triability on the technology acceptance 156 
 4.25        User intention to use smart card on a trial basis 156 
 4.26       Social image of who use smart card technology 157 
 4.27        Responses in attitude toward use, satisfaction, and external 
variables 163 
 4.28        Responses on attitude toward use of smart card technology 165 
 4.29        Responses on smart card adoption 165 
 4.30        Responses in attitude toward use, satisfaction, and adoption 167 
 4.31        Relationship of satisfaction,attitude toward use and adoption 168 
 
  
xvii 
 
 
LIST OF ABBREVIATIONS 
 
 
 
 
IDT   -  Innovation Diffusion Theory 
TRA   -  Theory of Reasoned Action  
TAM   -  Technology Acceptance Model 
TAM2  -  Extension technology acceptance model 
TPB   -  Theory of Planned Behavior 
UTAUT  -  Unified Theory of Acceptance Use of Technology 
SCT   -  Social Cognitive Theory 
IT   -  Information Technology 
ID   -  Identification  
ATM   -  Automatic Teller Machine 
SIM   -  Subscriber Identity Module 
GSM   -  Global System for Mobile 
PIN   -  Personal Identification Number 
PC   -  Personal Computer 
SPOM   -  Self Programmable One-Chip Microcomputer 
ICC   -  Integrated Circuit Card 
EBT   -  Electronic Benefit Transfer 
VPN   -  Virtual Private Network 
PKI  -  Public Key Infrastructure 
DES  -  Data Encryption Standard 
 
 
 
 
 
 
 
xviii 
 
 
LIST OF APPENDICES 
 
 
 
 
APPENDICES     TITLE                               PAGE  
A Online survey ................................................................................. 193 
B Satisfaction factors ......................................................................... 202 
C Publication ..................................................................................... 204 
 
 
